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Jodo Barros, Senior Member, IEEE, and Muriel Médard, Fellow, IEEE

Abstract—We focus on the problem of secure distributed storage
over multiple untrusted clouds or networks. Qur main contribu-
tion is a low complexity scheme that relies on erasure coding tech-
niques for achieving prescribed levels of confidentiality and relia-
bility. Using matrices that have no singular square submatrices, we
subject the original data to a linear transformation. The resulting
coded symbols are then stored in different networks. This scheme
allows users with access to a threshold number of networks to re-
construct perfectly the original data, while ensuring that eaves-
droppers with access to any number of networks smaller than this
threshold are unable to decode any of the original symbols. This
holds even if the attackers are able to guess some of the missing
symbols. We further quantify the achievable level of security, and
analyze the complexity of the proposed scheme.

Index Terms—Distributed storage, security, erasure codes.

I. INTRODUCTION

OTIVATED by the advent and increasing popularity of

cloud computing and distributed storage systems [2],
we consider a scenario in which a large, confidential file is to be
stored securely and in a distributed fashion over multiple net-
works. These networks are not trustworthy in the sense that an
attacker may gain access to some of them, but not to all. Such
a scenario is reasonable, since more and more organizations
own private clouds and implement security policies that cannot
be broken in a straightforward manner [2]. A natural question
arises: is it possible to store the file in such a way that attackers
with access to a subset of these networks are unable to recon-
struct the whole file or any of its parts? A straightforward cryp-
tographic solution would be to encrypt the file using a secret
key and then partition the resulting cryptogram into multiple
packets that can be spread over the various untrusted networks.
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However, any approach that encrypts the file using a secret key
introduces the need for key management mechanisms [3], which
increases the overall complexity and the resources demanded by
the system.

We propose a solution that relies on coding techniques rather
than in classical cryptography. Although several contributions
have uncovered the advantages of erasure codes to ensure su-
perior reliability in distributed storage systems [4], few have
addressed their potential to simultaneously provide data confi-
dentiality and resiliency to failures in these applications [5]. By
exploiting the benefits of erasure coding techniques, we show
that a prescribed level of data confidentiality can be achieved at
no additional bandwidth or storage space costs, thus dispensing
the need for secret key distribution in certain distributed storage
systems. However, our solution requires the location of the net-
works storing the information to be available to legitimate users
and to be kept secret from eavesdroppers. Hence, in our system
setup, the information about the location of the data plays the
role of a secret key in an encryption scheme. We also demon-
strate that these techniques guarantee resiliency to failures albeit
at the expense of extra storage space.

Consider the example shown in Fig. I. A large file is to be
stored in a distributed fashion in « untrusted networks (repre-
sented by clouds) in such a way that (i) legitimate users with
access to any v — f networks are able to reconstruct the entire
file, and (ii) eavesdroppers observing any . < v — f networks
are unable to recover any of its parts. To accomplish these goals,
the user splits the file into smaller chunks consisting of 7 sym-
bols drawn out from a Galois field. Each chunk is then encoded
using a linear transformation that maps its n original symbols
into n 4+ r coded symbols, where r is the required amount of
redundant data that allows our system to be resilient to the re-
moval of up to f networks, which we denote as network fail-
ures. The next step is to store different subsets of coded symbols
in each available network. For simplicity, we assume that each
network stores the same amount of data, i.e., (n + )/~ coded
symbols per chunk. The location of the networks can be shared
with authorized users who have access to the file. In fact, this
knowledge can be seen as the advantage a legitimate user has
over an attacker, analogous to a secret key in a cryptographic
perspective. The proposed coding scheme achieves these goals
using encoding matrices that have no singular submatrices (as
specified in Section I1I-B), ensuring that:

» any n out of n 4+ + coded symbols are enough to recover

the n original symbols of a chunk;

« an attacker observing strictly less than n coded symbols
does not gather information about any individual symbol
of a chunk.

This allows the user to mix the original data in such a way that

the scheme is resilient to the removal of up to f networks from
the system. Simultaneously, an attacker is provably unable to

1556-6013/$31.00 © 2012 IEEE
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Fig. 1. Example of distributed storage over multiple untrusted networks. A large file is coded and stored by source S using four untrusted networks. Our scheme
allows legitimate user I" with access to any three networks to reconstruct the original data, while ensuring that eavesdropper £ with access only to two networks
of his choice is unable to decode any original symbol, even if he is able to guess some of the missing symbols.

recover any individual information symbol — even if he is able
to guess part of the file. Thus, our main contribution is a dis-
tributed storage scheme that provides the following guarantees:

* Quantifiable Level of Security: We use information-theo-
retic arguments to show that an eavesdropper with access
to any 7y, networks is unable to recover any individual orig-
inal symbol. The proposed system includes a tunable se-
curity parameter %, related to the number of networks the
eavesdropper can see. This parameter ensures that no ad-
ditional symbols are obtained even if an eavesdropper ob-
serving chunks containing 7 — k coded symbols is able to
guess up to k£ — 1 original symbols of each chunk. Also,
we prove that the knowledge of a chunk does not reveal
any additional information about the other chunks to the
eavesdropper. Our scheme can also be extended to yield
perfect secrecy (or unconditional security) albeit at the ex-
pense of appending each chunk with random symbols be-
fore encoding.

* Fault-tolerance: We provide design guidelines for our
system to be resilient to f network failures. That means
that a legitimate user is able to perfectly reconstruct the
file even when f networks are unavailable.

* Recovery Efficiency: Since the proposed scheme uses max-
imum distance separable (MDS) codes [6], it guarantees
that n original symbols are obtained from any subset of n
coded symbols, which is the minimum amount of informa-
tion required to recover the original data.

* Low Complexity: We show that the proposed scheme can
be efficiently implemented due to the structure of the ma-

trices used for encoding, which allows for fast computation
in terms of algebraic operations.

The work in [1] considers secure distributed storage over two
untrusted networks, whereby a Vandermonde matrix is used as a
means to achieve a prescribed level of confidentiality. Our con-
tribution differs from the work in [1] in the following aspects:
(a) concerned about the fact that Vandermonde matrices are not
sufficient to ensure confidentiality with probability one against
partial decoding in multiple networks, we focus on the general
family of matrices that allow for confidentiality in complex sys-
tems composed by multiple networks, while keeping low re-
quirements on the amount of resources needed; (b) we target re-
silience to network availability failures without compromising
neither the performance nor the security of the system; (c) we
discuss the design trade-offs when implementing the proposed
scheme.

The rest of the paper is organized as follows. Section II
provides an overview of relevant related work. The proposed
distributed storage system is presented in Section III, which
explains the coding and the recovering process of the proposed
scheme under the adopted intruder model. Section IV then
evaluates the security performance of the proposed scheme.
After some discussion on implementation aspects and the
security-reliability trade-off in Section V, the paper concludes
with Section VI

II. RELATED WORK

Our work touches a number of areas, including coding, cryp-
tography, and distributed storage. Before proceeding with the
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description of the related work, it is worth reviewing common
threat models in these areas and how they relate to our dis-
tributed storage scenario.

A. Erasure Coding Techniques for Secrecy

Coding techniques are employed in [7] to achieve perfect se-
crecy over a channel in which an eavesdropper acquires a frac-
tion of the transmitted symbols (wiretap channel II model). In
particular, it is shown that a coset scheme achieves the max-
imum secret rate albeit at the expense of data rate. The max-
imum number of symbols that can be securely communicated is
upper bounded by n — ¢, where 7 is the total number of coded
symbols transmitted and ¢ is the number of coded symbols ob-
served by the eavesdropper. A modified version of the wiretap
channel II is considered in [8], where the number of erasures at
the eavesdropper is fixed. The positions are chosen at random
and a coding scheme based on nested MDS codes is shown
to achieve the secrecy capacity. Our work can be viewed as a
wiretap channel of type II in which the channel eavesdropped by
an attacker is worse than the main channel from the source to the
legitimate user, ensuring that when the legitimate user receives
n coded symbols, the eavesdropper sees 7 — £ coded symbols.
In addition, our scheme ensures that even if the eavesdropper is
able to guess up to k& — 1 symbols, he does not obtain any other
missing symbol. These coding techniques can also be designed
from a network point of view, which we overview next.

B. Secure Network Coding

In the context of coded networks, threats are brought about by
passive eavesdroppers who observe a subset of nodes or edges
of a network carrying coded symbols. In our system setup, this
can be viewed as a subset of untrusted networks storing a frac-
tion of coded symbols. The goal in [9] is to build a network code
that achieves perfect secrecy under the premise that an eaves-
dropper only has access to a number of edges in which the sum
of their rates is smaller than the network capacity. Lower bounds
on the field size that guarantee the existence of a secure network
code are derived in [10] by modeling the problem as a network
generalization of the wiretap channel of type II. Code construc-
tions that achieve these bounds are also proposed.

A quantifiable security criterion is introduced in [11] to mea-
sure the attainable level of secrecy in a multicast scenario. In
our security analysis we use this security criterion, which is
specified in Definition 1 on Section III-D. The work in [11]
also establishes the requirements to achieve security under the
defined security criterion, given the network topology and the
network code. These conditions can be met by applying an en-
coding matrix at the source. However, finding a matrix that sat-
isfies such requirements is computationally complex. The con-
tribution in [12] generalizes this problem by proposing a secure
source coding scheme that is independent from both the network
topology and the network code. However, as in [11], it is hard
to find a matrix that ensures that the system is resistant to an ar-
bitrary number of guesses.

The work in [13] derives bounds for the probability of de-
coding an individual symbol in a network where Random Linear
Network Coding (RLNC) is used. It is shown that RLNC pro-
vides inherent security for a threat model in which the interme-
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diate nodes are honest but curious, i.e., they comply with the
protocol yet try to decode as much data as possible.

The construction of a secure linear network code for a wiretap
network where the wiretapper is allowed to observe a subset of
network channels of his choice is proposed in [14]. The code
is shown to be optimal in several scenarios and includes secret
sharing as a particular case. In [15], provided that the multicast
capacity is at least n, a wiretapper observing n — s channels
is oblivious to any s components of the source message, where
s < n —r. This approach is also based on secret sharing, which
we overview next.

C. Secret Sharing

In a secret sharing scheme, one divides a secret into pieces,
called shares. Typically, a threshold number of shares is suffi-
cient to recover the original secret, but any number of shares
smaller than the threshold reveal no information about the se-
cret [16], [17]. There are at least two possible interpretations
for the no information criterion, based on which current secret
sharing schemes are built. In computational security, no infor-
mation means that no information about the secret can be com-
puted in polynomial time on the length of the input, whereas in
information-theoretic security the same concept implies that no
secret information is revealed, regardless of the computational
power of the attacker, that is, the mutual information between
the secret and the observed shares is zero. In the (&, n)-threshold
secret sharing scheme proposed in [16], a secret is divided into
n shares, in such a way that the secret can be recovered from
any group of k& shares, while & — 1 shares reveal no infor-
mation about the secret in the information-theoretic sense. In
this case, each share requires the same bit-length as the orig-
inal information, which induces a penalty in terms of rate. In a
(k, L, n)-threshold ramp secret sharing scheme [18], the secret
information is recovered from any % out of n shares. Compared
to [16], the scheme is more efficient since each share is 1/L of
the size of the secret. However, information about the secret is
leaked to an attacker with access to more than (k — L) shares.
Our scheme can be viewed as a secret sharing scheme, where
each original symbol is a secret and each coded symbol is a
share. In our scheme, n — k shares reveal no information (in
the information-theoretic sense) about any k secrets, and all the
n secrets can be recovered from any n shares.

D. All-or-Nothing Transforms

In order to increase the difficulty of a successful brute force
search attack to a block cipher, the work in [19] introduces a
linear preprocessing scheme, called all-or-nothing transform.
This scheme guarantees that an attacker must decrypt the entire
ciphertext before it can learn a single message block. The Op-
timal Asymmetric Encryption Padding introduced in [20] satis-
fies this definition for RSA encryption, as proved in [21]. The
work in [22] considers all-or-nothing transforms and, in partic-
ular, addresses unconditional security with respect to a single
block of the original message. Our scheme relates to an all-or-
nothing transform in the sense that an eavesdropper with partial
access to the coded data is unable to invert the linear transforma-
tion performed at the source. In particular, all-or-nothing trans-
forms guarantee that the mutual information between any orig-
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inal symbol and any n — 1 coded symbols is zero. Our scheme,
in turn, extends this result towards ensuring that the mutual in-
formation between any & original symbols and any n — & coded
symbols is zero.

E. Information Dispersal Algorithm and Distributed Storage

The work in [23] develops an Information Dispersal Algo-
rithm (IDA) that splits a large file into 7 pieces such that m
pieces are sufficient to recover the original file. This task is ac-
complished by segmenting the file in chunks of m pieces fol-
lowed by a n x m linear transformation. Our scheme can be
viewed as an Information Dispersal Algorithm which can be
used not only for reliability purposes, but also for enhancing
the security of distributed storage systems, since it adds an extra
layer of security on top of the IDA fault-tolerance property.

The work in [24] proposes the combined use of IDA and se-
cret sharing and shows how these tools can be used effectively
to store a file in a secure and reliable way. The source encrypts
the file using a secret key and then partitions the resulting cryp-
togram (using IDA) into n fragments. Using a secret sharing
scheme, the secret key is also divided into 7 shares. The secret
key is recovered from any m out of  shares and the cryptogram
is recovered from m out of n cryptogram fragments. The main
result in [24] is that although m shares of the secret (i.e., m
shares of the encrypted file and m shares of the secret key) are
enough to recover the original file, the access to m — 1 shares
gives no (computational) information about the secret. A prac-
tical application of the combination of IDA and secret sharing
is proposed in [25].

As an example of an application, secure distributed storage
in sensor networks is considered in [26]. The main idea is to
distribute parts of data by different sensors in such a way that
data reconstruction requires access to a certain number of sen-
sors that have parts of the data. A technique to hide information
without the presence of an encryption key is presented in [27],
where a recursive approach to secret sharing is employed.

III. PROBLEM SETUP

We now introduce the notation used in the remainder of the
paper. Then, we describe the coding and decoding schemes that
satisfy the security criterion under the adopted threat model.

Notation

Vectors are represented by lowercase boldface and matrices
are represented by capital boldface letters. I,, denotes a 7 X n
identity matrix, and 0,, %, denotes a zero matrix of size n X m.
The subvector formed by any & components of a vector v is
denoted by v(*) and, in a slight abuse of notation, we denote by
M, x» any m x n submatrix of M. It will be clear from the
context what m rows and » columns of M are being referred
in M,,, »,. Finally, we denote the transpose of a vector v as vT
and a Galois field with cardinality ¢ as [F,.

A. Coding Scheme

Let the original data B be a vector composed by N chunks,
ie, B = (by,by,...,bx)T. Each chunk is a vector b, =
(betsbeas ... ben)” whose components b, ;, 7 =1,...,7n are
independent random variables uniformly dlstrrbuted over F,
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with entropy H (b. ;) = H(b). We aim to store B over -y un-
trusted networks. We also want resiliency against f network
failures. To accomplish this, we apply a linear transformation,
i.e., a coding operation, in each chunk that maps n input sym-
bols belonging to I, to n + 7 coded symbols. The amount of
redundancy r required in each coded chunk depends on the level
of reliability a system designer wants.

Let A be the (n 4 ) X n matrix used for performing coding
at the source. The elements of A = [a; ;] belong to a finite field
F,. A mandatory requirement for the choice of A is that any of
its square submatrices must be nonsingular, i.e., all submatrices
containing any p rows and any p columns of A are invertible,
forallp =2,....n. An example of a matrix that satisfies this

requirementis A = A7~ Ay, where A isa (n+7r) x (n+7)
Vandermonde matrix whose j-th row is (oz{‘l . ozi,j_lr and

Ag 1s a (n 4+ r) x n Vandermonde matrix whose j-th row is

n+r+1, . 0/2n+,,) Note that for both A; and Ay, a; # o
fori # 4, = 1,...,2n + r. Alternatively, A can be a
Cauchy matrix i.e., a matrix whose component (%, j) is of the
type 1/(ei +5;), i =1,...,n+r,j=1,...,n,and o; #
B; [28]. In either case, the construction of A requires 2n+r
nonzero distinct elements. Therefore, the finite field cardinality
for constructing the aforementioned matrices must be greater
than 2n + . Further matrix constructions are outside the scope
of this paper.

Upon the generation of matrix A, each chunk b, of the orig-
inal data B is encoded according to ¢, = Ab,., where each
component of €. = (Ce1,Ce2:-.:Conyr) is described by
Ceii = D j=y @i jbej,1 < i < ntr. The coded chunks are then
stacked to form the encoded data vectorC = (¢, ¢, . . ., ,CN )T

Assuming that each network stores (n + 7)/ coded symbols
of each chunk, one requires » = nf /(v — f) redundant sym-
bols to be added during the coding process. This allows the re-
covery of all n original symbols of all N chunks from any ~ — f
available networks, as shown later in Proposition 1.

B. Decoding Scheme

We assume that the users know the location of the networks
storing the data, either because this information is securely
transmitted to them, or because they are the sources of data
themselves and store this information locally. To recover the
original data I3, a legitimate user collects 7 components of each
vector ¢; from the available networks. Assuming that matrix
A is public and that the user has information on which compo-
nents of vectors ¢y, ..., cy are stored vectors by, ..., by are
obtained by performlng Al e ™) forall i € {1,...,N}.

Proposition 1: The legitimate user can recover the original
data BB by accessing any v — f networks.

Proof: Recall that each network stores (n + )/~ different
coded symbols of each chunk of data. Withr = nf /(v — f),a
user having access to v — f networks is able to collect » different
coded symbols of each one of the NV chunks. Since, by design,
any submatrix of matrix A is nonsingular, it can be reduced
to the identity matrix after elementary row operations. There-
fore, by performing b; = Anxn : ") for all i € {1,...,N},
the n original symbols of all N chunks composing B can be
recovered. ]
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C. Threat Model and Security Criterion

We consider that during any observation, the goal of an adver-
sary is to recover the original data. We assume the existence of
a threat posed by an attacker with the following characteristics:

(i) he observes -y, out of the v networks, where -, is strictly

less than v — f, with f denoting the number of tolerated
network availability failures, thus obtaining strictly less
than n coded symbols of each chunk. For the rest of the
paper, we define the security parameter k as the difference
between n and the number of coded symbols the eaves-
dropper observers, that is, & = (1 — v./(v — f)) n.

(i1) he has full information about the encoding and decoding
schemes, as well as knowledge of matrix A.

(iii) he is capable of guessing the correct value ofup to £ — 1
original symbols of a chunk. This assumption empowers
the attacker, since a correct guess of a variable in an un-
derdetermined system of equations may leak the value of
other variables.

The assumption that the information about the location of the
stored data is securely distributed and that its secrecy is main-
tained, combined with the fact that the data is stored in a very
large network, such as the Internet, poses a challenge to an at-
tacker trying to locate the v — f networks required to access
a subset of n coded symbols. Note that, although we consider
only one eavesdropper, the latter can result from the collusion of
several eavesdroppers, which are allowed to cooperate and to-
gether obtain n — k£ coded symbols from a set of networks with
S1Z€ Ye.

We adopt an information-theoretic secrecy criterion inspired
on the work in [11]. Let X be the vector of original data of size
nandY be an (n— k)x 1 coded block observed by an attacker.

Definition 1 (Secrecy Criterion (From [11])): The coded
block Y is considered to be secure with respect to /m compo-
nents of X if the mutual information between Y and any subset
of X of size m is zero, that is, I(Y; X(™)) = 0.

That means that any individual symbol is resistant up to m—1
guesses [12].

Our goal is to prove that the proposed scheme satisfies the
secrecy criterion in Definition 1, while ensuring that a legitimate
user is able to recover the complete information.

IV. SECURITY ANALYSIS

We now perform the security analysis of our scheme. To ac-
complish this task, we measure the confidentiality level of the
stored information through the mutual information between the
original data to be stored and all the linear combinations ob-
served by an attacker. First, we show in Lemma [ that the knowl-

(n—k) (n—k) (n—k) (n—k) .
edgeof {e;” ™,...,c; ", ¢;l ..., ey T} does not in-
crease the information that an attacker has about b;. That is, the
amount of information about the -th chunk leaked by n— & com-
ponents of all coded chunks is equal to the amount of informa-
tion leaked by 7 — & components of the i-th coded chunk. Then,
we demonstrate in Lemma 2 that an eavesdropper observing any
n — k components of a coded chunk c¢; is unable to recover
any isolated symbol of b;, even if he guesses £ — 1 symbols.
Finally, Theorem 1 states, from an information-theoretic per-
spective, that any linear combination of any n — & components
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of ¢; does not provide information about any & components of
b;, thus maintaining the property of being secure against up to
k — 1 guesses. Consequently, any extra coding method can be
employed over the untrusted networks, while still preserving the
security properties of our scheme.

Lemma 1: The mutual information between any subset of m
components of a chunk b, i.e., b,ﬁ'") ,and any n.— k components
of all the coded chunks, i.e., C" # = ("™ ... "7
is given by

>

I(b{"™; e ) = I(b{™);e{" ). )
Proof: By applying the definition of mutual informa-
tion to both the left and right-hand sides of (1), the result
holds if and only if H(b{"™|C"=%)) = H(®B™ ")
Let X = (x1,..., XN)T denote a realization of the random
n—k n—Fk
g ) » Cf\ k)
a realization of the random vector b™ . By the definition of
conditional entropy, we have that

vector C"K) je., ¢ = Xy,.. Xy and z;

H(b{™|ct" )
= Y HEMEC P =x)pe M = x). @
Cln—Fk)

By the definition of entropy we have that

H(b,§1n)|c(”—k) — X) —
— 3P =z,|ct M = X)log P(b{™ =z,]c" P = x).
(m)

? K3

m
b;

)

(nk) _
K
dent for different values of 7, we have that ¢™ %) and b,§””) are

Since ¢ A (i—k)xn - b;j and the chunks b; are indepen-

independent if ¢ # j, and that cgnfk) and ¢ jnik) are also inde-
pendent if ¢ # j. Hence,

P(bgm) = zi|C("‘7k) =)= P(bgm) = zz;|c,[(.n7k) = X;).
“4)
After replacing (4) in (3), we have
H(b£77l)|c(n—k) — X) —

H(bgm)|cgnfk’) _ Xi)~ (5)

In turn, replacing (5) in (2) leads to

H(BM|Ct Ry = 3 HBM " =x)P(e{" " =x;)

cln=k
=HbM™ e M),

and the result follows. [ |

The result in Lemma 1 shows that an eavesdropper can only
obtain information about chunk b; through coded chunk c¢;. This
also means that an eavesdropper that guesses a whole chunk is
unable to use it to obtain information about any other chunk.
Thus, we now focus on the information that coded chunk c;
leaks about an original chunk of data b;. For simplicity, without
loss of generality, we use b and ¢ to denote any chunk of original
data b; and the corresponding encoded data vector c;.
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Lemma 2: Let ¢ *) be the subvector formed by any n — k
components of a coded chunk c. Let i be the number of symbols
that an attacker observing ¢(" %) could guess. Then, if ;¢ <
k — 1, the attacker is unable to recover any additional symbols.

Proof: By observing n — k components of ¢, the attacker
obtains the system of linear equations c(nk) = A pyxn-b
to solve, where b is the unknown. Now, suppose that the at-
tacker is able to guess any £ — 1 symbols. Note this is the
worst-case scenario — if an attacker cannot obtain additional
symbols by guessing any p < k symbols, then he cannot re-
cover additional symbols by guessing any 1,...,u — 1 sym-
bols as well. Hence, the cases in which the attacker guesses up
to k& — 2 symbols are encompassed in the case that we analyze
now. After guessing & — 1 symbols, the system observed by
the eavesdropper ¢ %) = A (_k)xn + b can be rewritten as
k) = V. b *+D with k — 1 less unknowns, where V
is of size (n — k) x (n — k + 1). Since V is a submatrix of
A, it preserves the property that any of its square submatrices is
nonsingular. Matrix V has the following reduced row echelon
form (RREF):

| d 1

RREF(V) = |1,

E (lnfk
The attacker is able to recover a symbol if and only if there exists
d; =0,forany: =1,2,...,n — k. We prove by contradiction
that this is not the case.

Let us assume that 34, d; = 0. Then, the square submatrix V'
of size (n — k) x (n — k), obtained from the deletion of the i-th

column from RREF (V) is of the form:

! G
| P} DG yx (ki) |
disy
V' = 0.0 1 0.0 1 0
dig
O(n—k-i)x(i-1) | Lo
L : \ e ]

Since the i-th row of matrix V' is a null vector, matrix V'
is singular, and consequently matrix A contains a singular
square submatrix, which is a contradiction. It follows that

Vi=1,...,n—k,d; # 0, and thus, an eavesdropper is unable
to recover any other original symbols even after guessing up to
k — 1 symbols of his choice. [ |

Theorem 1: The mutual information between any subset of 11
components of vector b, i.e., b("™) and any n — k components
of the corresponding coded data vector c, i.e., ¢(" ¥, is given
by

ifm <k,

T - 0',
I(b( ):’ of k>) - { ifm > k. (6)

(m — k)H(b),
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Proof: Since we assume that matrix A is of public knowl-
edge, the only unknowns for the eavesdropper are the compo-
nents of b. First, we have that

](b(m);c(nfk‘)) — H(b(m)) _ H(b(m)|c("'*k)).

We are now ready to analyze H(b(")|c(" %)) by resorting to
the chain rule for entropy. Without loss of generality, we assume
that the subset of /m components of b is composed by the first
m, components of b. Then,

H(bU|c =8 = H(by, ... by, |c" ")

m

= > H(blc" M by,

Jj=1

1) (D)

Let us first analyze the case in which m < k. If j = k, we
have the term

H(Z)k|c<n7k)./bl7. .. 7bk,l). (8)

The conditional part of (8) forms a system of linear equations

with (n — k) equations and (n — k£ + 1) unknowns. After putting

the system in the reduced row echelon form, the ¢-th equation,

wherei = 1,...,n — k is now of the type y; = bry;—1 + diby,,
where each y; results from each ¢; after substituting the guessed
variables by, ..., b;_1, and after applying the elementary row

operations to form the RREF. Note that, according to Lemma 2,
d:#0,i=1,....n— k.

Since by, and b; are independent for k& # j, by, is uniformly
distributed in F, and d} # 0, we have that by, + d}b,, is inde-
pendent of by, and therefore, (8) is written as
H(bklys, - yn—r)=H(bg|y1) = H(bx|br + dib,) = H ().

©)
For j < k,

H(b]“c("—k), ()13 s bjfl) Z H(bk\c("‘k), b]_7 ceay bkfl).
(10)
Since the right-hand side of (10) is equal to H(b), and the
left-hand side of (10) must be less than or equal to H(b),
H(b;lc %) by, .. by 1) = H(b) forall § < k.

For m > k, the first k& terms are equal to /7(b) and the last
(m — k) terms of the sum in (7) are equal to zero, since the
attacker can form a system with more equations than unknowns.
It follows that

(m) [ (n—k)y _ | mH(b), ifm <F,

H(b et ) = {kH(b), ifm > k. an
Since b;, 7 = 1,....,m are iid. random variables, then
H(by,....by) = mH(b) and (6) holds. [ |

The proposed scheme can be extended to allow for perfect
secrecy as shown in Corollary 1.

Corollary 1: Suppose now that b is of the form
b = (b1.ba,....bg.71,. .., 7nr)T where n — k random
symbols are appended after k£ original symbols. The random
symbols 7; are i.i.d. uniformly distributed random variables
over I, and are also independent from the original symbols.
Then, if an eavesdropper sees any 7. — k& coded symbols by our
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scheme, the set of & original symbols in vector b is perfectly
secure.

Proof: Recall, from Theorem I, that our scheme guarantees
that I(b(™); ¢ %)) = 0, if m < k. Since m = k, our result
holds. ]

Our security scheme also satisfies the notion of block security
defined in [29], as shown in Corollary 2.

Corollary 2: When the attacker observes n — k& coded sym-
bols of a chunk and & — ¢ data symbols are leaked, he does not
obtain any information about any additional ¢+ components of
the corresponding data chunk.

Proof: We show that the entropy of b given any n — &
components of the coded chunk and any & — ¢ guessed symbols
is equal to tF7(b). Without loss of generality, suppose that the
attacker is interested in the first # components of b. The k£ — ¢
leaked symbols are represented by vector b(*~*). By applying
the chain rule for entropy to H(b®|c(” ) b*~1) we have
that

H(b(t) |C("r*k) ’ b(k*f))

t
=3 H(bj|e" M b b k). (12)

j=1

By direct application of Theorem I to (12), each of the ¢ terms
in the summation is equal to H (b) and, thus, the result follows.
|

V. DISCUSSION

In this section we discuss several aspects pertaining our se-
curity scheme. First, we analyze the implications of tweaking
the design parameters n, v, f on the achieved level of security
and reliability. Then, we address the resource allocation and the
computational complexity of our scheme. We close this section
discussing the implications of having nonuniform input data and
the analogies between our work and similar strategies in the
literature.

To support our discussion, we present a numerical example.
Fig. 2 illustrates the encoding process of a 200 megabyte file
to be stored in v = 12 networks. The system is designed to
be resilient against f = 2 network failures. That means that
1/6 of the network contents represent the storage overhead re-
quired by fault-tolerance, and hence, 40 megabytes of redun-
dancy symbols have to be added to the 200 megabyte file during
the encoding process. First, we split the large file into chunks,
each consisting of . = 160 symbols drawn uniformly from F,
with cardinality ¢ = 2%, This step generates 655.360 chunks of
320 bytes each. Second, we encode each chunk with matrix A,
adding r = (n- f)/(v — f) = 32 redundancy symbols. Fi-
nally, we store (n + )/ = 16 coded symbols of each chunk
in each untrusted network. After repeating this process for all
chunks, each network stores 20 megabytes of data. Any user
accessing v — f = 10 out of 12 networks is able to collect 160
coded symbols of each chunk and, therefore, is able to recon-
struct all the chunks required to recover the original file.

A. Security and Reliability Trade-Offs

We now analyze the trade-off between security and re-
liability when implementing a distributed storage system.
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1 file of 200megabytes | |

160 symbols of 16bitsi_J_J[_J[_JL_I[_]

L Encode ‘

L Store

16 coded symbols
of each chunk
(20megabytes)

Untrusted network

Fig. 2. Encoding setup for storing a 200-megabyte file in a distributed storage
system composed by v = 12 untrusted networks and resilient to 2 network
failures.

TABLE 1
SECURITY LEVEL FOR THE EXAMPLE IN FIG. 2 WHEN VARYING THE DESIGN
PARAMETERS, FOR 7. = 5 EAVESDROPPED NETWORKS

| [Fe2 [ 7 [ 5 [ n |
Chunk size (n) 160 160 | 160 | 320
Number of Networks (v) 12 12 18 12
Allowed network failures (f) 2 4 2 2
Required redundancy (r) 32 80 20 64
Information stored in each network (MB) 20 25 125 | 20
Security parameter (k) 80 60 110 | 160

An eavesdropper with access to <. networks misses
k = (1—~./(v— f))n coded symbols from each chunk.
Thus, each symbol of a chunk is protected by means of & other
symbols, and this is true for all the chunks of coded data, as we
showed in Section IV. Equation (13) shows the relationships
between the design parameters n, -y, f and the achieved level
of security k£ when an attacker has access to a fixed number of

networks ye.
Ve
k= <1 — ) 7.
v—f

As we increase the number of available networks to store the
data, the security also increases, since the attacker has access
to a smaller fraction of networks. Also, the amount of storage
space required per network decreases. By designing the system
to be more fault-tolerant, we decrease the level of security pro-
vided, since . becomes closer to the threshold number of net-
works necessary to recover all of the data. The increase in re-
liability also implies an increase in the redundancy required,
which adds complexity to the encoding procedure. This leads
to larger block sizes for the coded symbols, increasing the re-
quired storage space. Furthermore, the size of the chunk has a
direct relationship with security. An increase in » means an in-
crease in the absolute number of symbols that need to be guessed
in order to reveal all of the chunk’s data. Like any other coding
scheme, large values of » lead to more complexity at the en-
coder/decoder. Table I illustrates these trade-offs when varying
the design parameters 7, v, f on example described in Fig. 2.

These results show that depending on the application require-
ments, the design parameters can be tweaked to achieve a certain
trade-off between security and fault-tolerance. Furthermore, our
scheme can be applied on top of any network protocol, including
those in which network nodes introduce redundancy (such as

(13)
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network error correction [30] or fountain codes [31]). This is
shown not to decrease the security of the system.

B. Storage Overhead

We recall that each network stores (n + ) /v coded symbols
from each one of the NV chunks. Thus, under the assumption that
each symbol is represented in [, each one of the v networks
requires (n 4 )N log,(q) /7 bits of storage space for the actual
linear combinations.

In addition to that, each network must also store information
about the encoding matrix. Our scheme uses an encoding matrix
of size (n 4 r) x n without singular square submatrices, which
is generated from 27 + 7 distinct coefficients. This information
must be stored in f 41 networks, since to recover the data, a user
accesses v — f networks. Also, each coded symbol corresponds
to a specific row of the encoding matrix, which is identified
by log,(n + r) bits. Thus, we conclude that each one of the
networks requires ((n + ) /) [logs(n + )] bits of overhead,
and f + 1 of them require an extra of (2n + r)log,(q¢) bits of
overhead. Note that the overhead can be easily made negligible
by increasing the number of chunks NV in which the original data
is split.

In the example depicted in Fig. 2, 5632 bits are enough to
recover all the n 4 r rows of the encoding matrix, and 128 bits
are required to identify (n + r)/~ of those rows. Since, for
the chosen design parameters, each of the networks stores
20 megabytes of data, this storage overhead accounts for less
than 0.0035% of the total amount of required storage space in
f + 1 networks, and less than 7.63 x 10 7°% in the remaining
v — f — 1 networks.

C. Complexity Analysis

Our system is based on matrices with no singular square sub-
matrices. In particular we analyze two types of matrices that
satisfy this property: (i) the result of the multiplication of the
inverse of a Vandermonde by a Vandermonde matrix, and (ii) a
Cauchy matrix.

The use of structured matrices reduces the computational
complexity of inversion and multiplication by vectors. In
particular, Vandermonde matrices are parity check matrices
for MDS codes, and in that context their structure is used to
exploit the lower complexity of matrix and matrix-vector mul-
tiplication [28]. For the purpose of our analysis, we consider
the algorithms in [32] and we apply them to our scenario along
the lines discussed in [28].

Due to the structure of Vandermonde matrices, multiplying
the original data vector first by a Vandermonde matrix and then
by the inverse of a Vandermonde matrix is more efficient than
directly multiplying the original data vector by the product of
the two matrices. The multiplication of a Vandermonde (inverse
of Vandermonde) matrix by a vector can be translated into a
polynomial evaluation (interpolation) problem. There exist ef-
ficient algorithms for evaluation (interpolation) of polynomials
(points). Taking this relationship into consideration, the product
of a Vandermonde matrix by a vector takes O(n log? n) opera-
tions. This complexity can be further reduced to O(n logn) op-
erations when a Fast Fourier transform is employed. The mul-
tiplication of the inverse of a Vandermonde by a vector takes
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O(nlog® n). By taking these benchmarks into account, the com-
putational overhead at the source is O(n log” n). At the sink, the
decoding complexity of one vector also takes O(n log2 n) oper-
ations [28]. In general, the use of a Cauchy matrix needs more
operations than the use of a system based on Vandermonde ma-
trices, as shown in [28].

D. Non-Uniform Input Data

In the security analysis presented in this paper, we consider
that the components of the original data chunks are indepen-
dent random variables uniformly distributed over [, and there-
fore, there is no redundant information. However, in scenarios
in which this assumption is not applicable, e.g., when the infor-
mation symbols are uncompressed plaintext, the eavesdropper
may obtain the original chunk vector b even if he does not have
access to the threshold number of networks required for the uni-
form case. Note that we can see the eavesdropper observation
as the output of a binary erasure channel with a given capacity
C. In this context, the joint source and channel coding theorem
states that, for large n and if H(b) < C, the uncertainty at the
eavesdropper can be reduced to zero by using joint source and
channel decoding [33].

E. Parallels With Other Techniques

The security analysis from Section IV shows that the pro-
posed scheme satisfies the weak security criterion introduced in
the network coding literature [11]. We can trace a parallel to this
work by viewing the file encoding step in our scheme as the pre-
coder adopted at the source node in [11]. Our work can also be
viewed as:

* the general case of [1], which is a scheme for secure
distributed storage where v = 2 and v, = 1. Unlike
the work presented in this paper, the scheme proposed
in [1] is not tolerant to network failures and does not
ensure confidentiality with probability one against partial
decoding in a distributed storage system composed by
multiple networks.

» awiretap channel of type II [ 7] in which the channels from
the source to the legitimate user and to the eavesdropper
are such that when the legitimate user receives n coded
symbols, the eavesdropper observes n — k coded symbols.

* a secret sharing scheme [16], [18] in which the number
of secrets is not one but 7, and each share has the same
bit-length as each secret. Access to any n out of n47 shares
reveals all the secrets. However, access to 7 — k shares does
not leak information about any set of & secrets.

* an all-or-nothing transform [22] such that the mutual infor-
mation between any n — & output values and any & input
values is zero.

+ the general case of the physical access attack performed
on the mobile node used to bootstrap the network consid-
ered in [34], from which the adversary obtains n — 1 coded
symbols resulting from the combination of 72 original sym-
bols in Fs. Thus, in our model, the compromised node from
[34] is an untrusted network storing n — & coded symbols,
where the security parameter is £ = 1.
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VI. CONCLUSION

We proposed an encoding scheme that exploits the algebraic
properties of structured matrices to ensure both confidentiality
and fault-tolerance over a set of untrusted and unreliable net-
works. The scheme uses part of the original information to pro-
tect the other part and vice versa. We showed that the proposed
approach can be implemented efficiently and is easily applicable
to the problem of reliable distributed storage over multiple un-
trusted networks. Specifically, our theoretical results show that
any attack based on the knowledge of k£ coded symbols (avail-
able in a subset of networks) requires the eavesdropper to guess
the remaining n — k& symbols (stored in the other networks). This
is true even if the eavesdropper is interested in acquiring only
one information symbol.

First, we showed that an attacker can only obtain informa-
tion about a chunk through the observation of the corresponding
coded chunk. Second, by resorting to the algebraic properties of
matrices with no singular square submatrices, we proved the in-
ability of an attacker to perform a Gaussian elimination attack
on the observed data. Third, by resorting to information-theo-
retic arguments, we showed that, for a given chunk, the mutual
information between any & original symbols and any 7 — &k sym-
bols observed by the eavesdropper is zero.

In addition, the proposed scheme allows us to share the data
with any number of legitimate users. As in network coding
based schemes, if one or more users have access to a subset
of the untrusted networks (storing & coded symbols of each
chunk) but already possess n — &k symbols that are linearly
independent of the %k stored symbols, the presented scheme
allows for perfect reconstruction of the original file even if the
linear combinations available to the various users are different.

Finally, it is worth noting that the proposed scheme can be
used in typical scenarios where a single user wishes to store
a file over some public networks that he does not trust, while
keeping part of the data in his own local machine. In this case,
the user can use the parameter & to tweak simultancously the
level of security and the amount of data that he keeps. Also, our
scheme can be applied in content distribution scenarios where
users own (possibly different) parts of a file, and wish to receive
the remainder of the file in a secure and reliable way via an
untrusted and unreliable channel.

Our future work targets the adoption of a stronger threat
model involving Byzantine attackers, capable of corrupting
some of the coded data stored in multiple untrusted networks.
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